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Social Media Protocol 

1. Introduction 

1.1 The Council wishes to encourage members’ use of technology and also provide 

appropriate guidance for members wishing to use social media in their capacity 

as elected members. ‘Social media’ means the online tools, messaging 

services, websites and interactive media that enable users to interact with each 

other by sharing information, opinions, knowledge and interests.  

 1.2 The purpose of this protocol is to support members’ use of social media through 

the provision of guidance and clarity as to what constitutes acceptable usage 

to ensure compliance with the Council’s legal obligations and the general 

standards of conduct expected of members.  This protocol should therefore be 

read in conjunction with the Code of Conduct for Members.  This is found at 

https://www.welhat.gov.uk/councillors/code-of-conduct/general-conduct 

1.3 The use of social media poses some risks to the Council's reputation which 

need to be managed and this protocol aims to ensure that councillors, and 

through them the Council, are not exposed to legal risks as a result of social 

media use and that the reputation of councillors, and through them the Council, 

is not harmed. 

2. Application of the Code of Conduct for Members 

2.1 This protocol will apply to councillors using social media who are acting in their 

capacity as a councillor, and in circumstances where a councillor is purporting 

or perceived to be acting as such. Councillors are bound by the Code of 

Conduct set out in Section 5a of the Constitution. Of particular emphasis, this 

includes (but is not limited to) the following:  

a) Treating others with respect.  It is implicit from this that members should 

not seek to bully, harass or defame anyone via social media 

b) Complying with equality laws  

c) Promoting and supporting high standards of conduct 

d) Not bringing the council into disrepute  

e) Not disclosing confidential information 

2.2 The judgment of whether a member is perceived to be acting as a councillor 

will be made by the Monitoring Officer where required. Councillors should 

assume that any online activity may be linked to their official role. 

 

2.3 For the avoidance of doubt, members should consider keeping their personal 

and political accounts separate or where this is inconvenient use clear 

expressions of intent (in the content or profile of the account) such as ‘speaking 

entirely personally’ or ‘the views expressed here are my personal opinion’ 
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3. Operation of this protocol by Members 

3.1 Examples of good practice.  Members should: 

a) Undertake any relevant training provided to be competent in the use of 

social media and specific platforms used (e.g. Facebook, Twitter, 

LinkedIn, Instagram, YouTube) 

b) Use secure passwords. 

c) Make use of robust privacy settings particularly if the content of the site 

is not meant to be accessed by the press or wider public.  

d) Never divulge password information to prevent ‘hacking’ and  

e) Consider using ‘multi-factor authentication which relies on the use of 

more than one secure device to access an account 

f) Read the terms of service of any social media site accessed to 

understand confidentiality/privacy settings. 

g) Pay attention to privacy settings which can (if not activated) divulge the 

physical location of a member. 

h) Be transparent as to their identity when using social media. 

i) Use social media sparingly and discreetly at meetings, considering the 

impression this presents to others. 

j) Treat others with respect and not use social media to attack, insult, 

abuse, defame or otherwise make, offensive or discriminatory comments 

about residents, council staff and services, other councillors and/or 

organisations. 

k) Set the tone for their online conversations by being polite, accurate and 

transparent. 

l) Consider carefully any posts or images that they wish to place on line 

giving themselves the opportunity to cross check and alter the content 

before the ‘send’ button is pressed.  Hasty and rash posts can be ill 

advised and may have potentially damaging consequences. 

m) Not leave on their web or social media pages comments made by others 

which may be equally damaging/defamatory. 

n) Acknowledge and correct any mistakes and not simply delete them. They 

should not alter previous posts without indicating that there has been a 

change. 

o) Safeguard and promote the welfare of vulnerable adults, children and 

young people in their online interactions. 

p) Be aware that social media content may be subject to Freedom of 

Information requests made to public bodies. 
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q) Promote equality, not discriminate unlawfully against any person, and 

treat people with respect, regardless of their sex, race, age, religion, 

gender, sexual orientation or disability. 

r) Be mindful of people who are attempting to goad members into making 

a comment. An even-handed, reasonable and proportionate response is 

always preferable to conflict.  

s) Be cautious in requesting or accepting a Council employee or contractor 

providing services to the Council as a “friend” on a social networking site 

where this suggests close personal association. 

t) Take care when ‘liking’ or ‘sharing’ the views or comments of others as 

this could be perceived as an endorsement of the content regardless of 

the member’s intention.    

3.2 Examples of poor practice.  Members must not: 

a) Share their password with anyone.  If members are using shared IT 

equipment, they should not store their password on the device. 

b) Bully or harass anyone and not say anything, particularly if it is part of a 

series of similar comments about a person or on a theme that might be 

construed as bullying or intimidation. 

c) Pursue a campaign repeatedly against a person that is likely to cause 

alarm, harassment or distress. 

d) Do anything to jeopardise the council’s obligations under the Freedom of 

Information and Data Protection Acts, and should not publish the 

personal data of individuals unless they have been given their express 

permission. 

e) Publish an untrue statement about a person which is damaging to their 

reputation as they may pursue a libel action against the member. A 

successful libel claim could result in the award of damages against 

members. No indemnity from the Council will be available.   

f) Use images or text from a copyrighted source (for example extracts from 

publications or photos), without obtaining permission, as this has the 

potential to breach copyright laws. 

g) Post malicious or obscene communications. 

h) Bring the council into disrepute by publishing anything that could 

reasonably be perceived as reflecting badly upon or lowering the 

reputation of themselves or the Council. 

i) Disclose information given to them in confidence by anyone, or 

information acquired by a member who s/he believes, or ought 

reasonably to be aware, is of a confidential nature. Members should not 

write or report on conversations, meetings or matters that are meant to 

be confidential or internal to the council such as those held in exempt 

session or prior to the publication of reports. 
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j) Engage the council's social media accounts in political conversations, as 

these accounts are managed by council officers for the benefit of 

residents and to inform them of services and news. Officers are not able 

to answer politically motivated questions. 

4. Planning, Licensing or other quasi-judicial decision making 

4.1 Members should not say anything on social media – including via emails and 

texts – which suggests that they have made their mind up on an issue that is 

due to be formally decided. While a member’s view on a particular issue may 

be well known, they need to be able to demonstrate that they:  

a) have attended appropriate meetings  

b) were prepared to weigh all the evidence  

c) were genuinely persuadable to a different view 

Members should be mindful of these points in their social media exchanges to 

guard against the possibility that their decision (and that of the relevant 

committee) may be later challenged as invalid on grounds of predetermination 

or bias. If a person has suffered detriment as a result of such an invalid decision, 

this may subsequently result in a claim against the Council for damages.  Such 

a claim may refer to postings made by members on social media. 

5. The Election Period 

5.1 Members who use social media for campaign purposes in the run up local 

elections (the ‘regulated period’) need to acquaint themselves with the rules 

relating to the declaration and reporting of expenditure relating to social media 

use (e.g. advertising via websites, YouTube videos).  The Electoral 

Commission provides guidance for candidates and agents on such matters. 

5.2 Members should also comply with any guidance issued by the Council to all 

candidates, agents and campaigners regarding the use of social media at 

elections (e.g. Polling stations, postal vote opening sessions) and other advice 

regarding how social media should be used to comply with relevant statutory 

provisions (e.g. Representation of the People Act 1983) 

6.  Non-compliance with this protocol  

6.1 Complaints received by the Monitoring Officer about Members’ non compliance 

with this protocol shall be considered in accordance with the Code of Conduct 

for Members. Non-compliance with this Code may result in a breach of the 

Code. 

6.2 Anyone receiving threats, abuse or harassment via their use of social media 

should report it to the police.  
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6.3 Other inappropriate content can be reported to the social media site where 

members should ask for it to be removed. 

7. ‘One Team’ behaviours 

7.1 Welwyn Hatfield Council is committed to a culture of ‘One Team’ i.e.  

‘Working together to keep Welwyn Hatfield a great place to live, work and study 

in a vibrant and growing economy’ (Business Plan). 

7.2 Officers (with their technical expertise) and members (with their unique and 

dynamic links to the community) are critical to the success of ‘One Team’ aims 

and objectives. 

7.3 When using social media, members should wherever possible reflect on – and 

be guided by the key behaviours associated with the achievement of ‘One 

Team’ success.  These ‘behaviours’ are published in the Council’s business 

plan and many of these behaviours are also found in the ‘Nolan Principles’ 

(listed in the members Conduct of Conduct).  When applied to members’ use 

of social media these include: 

a) Honesty e.g. being truthful in social media postings and exchanges.  

This includes the avoidance of initiating or promoting disinformation 

(‘fake news’) or concealing one’s identity whilst using social media.  

Members are reminded that they should ‘not place themselves in 

situations where their honesty may be questioned, not behave 

improperly and….avoid the appearance of such behaviour’ (Nolan 

Principles). 

b) Openness e.g. being open about actions and decisions (and that of the 

Council) and being prepared to give reasons where required – albeit in 

a concise format (e.g. micro blog/ twitter). 

c) Transparent e.g. about decisions and decision-making when 

commenting on such matters within the bounds of expected (and legally 

required) levels of confidentiality. 

d) Respect for the skills, knowledge and abilities of officers – even where 

members disagree with a specific officer recommendation – particularly 

when commenting on controversial issues.  Whilst members may well be 

candid and direct with their opinions and views, they should avoid the 

use of inappropriate language and attributing blame to individual officers 

who are not in a position to respond. 

e) Preparedness e.g. taking time to ensure that opinions expressed and 

information provided on social media is accurate - and demonstrate 

humility when evidence contradicts previously held views (personally or 

in the community). 
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f) Focus on the positive opportunities afforded by using social media to 

provide a dynamic link to the views and concerns of the local community 

and in so doing: 

g) ‘Walk towards problems’ and challenges to  

h) Focus on solutions, and work together to gain consensus. 

i) Communicate via appropriate (e.g. local Facebook) user groups to 

demonstrate an inclusive approach and work on a ‘no surprises’ basis 

with officers, the community and other partners to assess community 

challenges, present options and advise of decisions. 

 


